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Alberta’s Innovation System
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Priority Sectors — Key GoA Stakeholders

Targets and focus areas determined by GoA collaboratories

Health
Health Services
Econ Dev & Trade
AMA
Academic Health Network

Health

4

Environment & Parks
Energy

Econ Dev & Trade Energy Food &
AER Agriculture
CCEMC ﬂ( Emerging
Technologies
Agriculture & Forestry [¥
Environment & Parks
E .
Hr;ea:f:: Environment Fibre/
AER & Climate Bioindustrial

Econ Dev & Trade ‘5 ,’

CCEMC

Emerging Tech focuses on
convergent opportunities by
performing an Integrative
function across all sectors and
other GoA entities (e.g. Service
Alberta)

Agriculture & Forestry
Health
Econ Dev & Trade
ALMA

Agriculture & Forestry
Environment & Parks
Econ Dev & Trade




Digital Battlefield — Network Centric Operations
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®Vhat is the Digital Oilfield?

One way to understand the Digital Qilfield is to describe the use cases

Improve SOR, asset re-
liability and optimize prod-
uction through increased
use of improved sensors,
automation and connectiv-
ity to remote experts,

Improve fleet efficiency

with vehicle identification,
logistics optimization and
automated loading using
pervasi ireless and
real-time sensor and video
data analytics.

Provide pervasive wireless
connectivity to support
collaboration, knowledge
access and personnel
welfarg in the field.

Use remote monitoring
and inspection applica-
tions to improve security
and environmental
protection with predictive
intrusion, leakage and
deformation de

W UPSTREAM
I MIDSTREAM
Il DOWNSTREAM
PIPELINE
H RAILWAY
TRUCK

NON-SPECIFIC

maote monitoring of Perform analytics on
ch as pipelines,

lants and storage

Reduce downtime and
improve asset integrity
with predictive maintan-
ance using real-time

Improve personnel safety

and optimize prot 5 collected data to identify
L operating insights that

facilities via smart video tracking, video analytics can be used to enhance

surveillance, self-navigating and automated incident decision making.

drones and satellite. response

analytics and immediate
virtual expert support.
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Source: Digital Oilfield Outlook Report, Opportunities and Challenges for Digital Oilfield Transformation, JWN Energy/GE/Accenture Oct. 2015

Digital Oilfield of the future: 

Upstream:
Seismic Analysis
Reservoir Characterization & Simulation, Management
Drilling Completion Optimization
Production Forecasting & Optimization
Weather Influence

Midstream
Transportation, initial processing and storage
 
Downstream
Refining, storage, transfer, and marketing of final products



Canada Defence Procurement Strategy:
ITB Policy Value Proposition - 15% SMEs Content

Needs Value Delivery
Understanding Flow
Flow

Broker/ Integrator
for Unqualified SME’s

(Value Proposition Potential Suppliers)

Relevance Barrier

N4 Innovators - Potential Technology
Focused SMEs

http://www.ic.gc.ca/eic/site/086.nsf/eng/00006.html



http://www.ic.gc.ca/eic/site/086.nsf/eng/00006.html
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loT Definition

The Internet of Things (loT) has been defined in Recommendation ITU-T Y.2060
(06/2012) as a global infrastructure for the information society, enabling advanced

services by interconnecting (physical and virtual) things based on existing and evolving
interoperable information and communication technologies.*

Industrial 1oT: A standardization initiative on the Industrial 10T covering the Industry
4.0, Smart factory or Smart manufacturing (ITU-T SG20 )

The real opportunity for change... surpassing the
magnitude of the consumer Internet... is the

Industrial Internet, an open, global network that
connects people, data, and machines.

Jeff Immelt
GE Chairman & CEO

industrial infemet
CONSORTIUM *Internet of Thighs Global standards Initiatives


http://www.itu.int/ITU-T/recommendations/rec.aspx?rec=y.2060

loT economic impact

Potential economic impact of loT in 2025, including consumer surplus, is $3.9 trillion to $11.1 trillion

Size in 2025°
§ billion, adjusted to 2015 dollars

B Lowestimate [ | Highestimate

Total = $3.9 trillion—11.1 trillion Major applications

170= Manitoring and managing iliness, improving
e 1,580 wellness
200 Energy management, safety and security,
Home 3850 chore automation, usage-based design of
appliances
Automated checkout, layout optimization,
:ﬁfwﬂ ta :11!;] smart CRM, in-store personalized
1 promotions, inventory shrinkage prevention
70— Organizational redesign and worker
Offices 150 monitoring, augmented reality for training,
energy monitoring, building security
1210— Operations optimization, predictive
Factories 3‘?00 maintenance, inventory optimization, health
5 and safety
160 Operations optimization, equipment
Worksites maintenance, health and safety, loT-
enabled R&D
Condition-based maintenance, reduced
Vehicles ISiranes
Clties 930- Public safety and health, traffic control,
1,660 resource management
Outside Logistics routing, autonomous cars and

trucks, navigation

1 Includes sired applications only.
MNOTE: Mumbers may not sum due to rounding.

SOURCE: Mckinsey Global Institute analysis
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According to Verizon's State of the Market: Internet of Things 2016 report, a projected 25.6 billion connected devices will enter the marketplace in 2019, up from 9.7 billion in 2014 and continued growth is expected with 30 billion devices projected to be online by 2020.
"The internet of things (IoT) is the network of physical objects—devices, vehicles, buildings and other items—embedded with electronics, software, sensors, and network connectivity that enables these objects to collect and exchange data. The IoT allows objects to be sensed and controlled remotely across existing network infrastructure, creating opportunities for more direct integration of the physical world into computer-based systems, and resulting in improved efficiency, accuracy and economic benefit; when IoT is augmented with sensors and actuators, the technology becomes an instance of the more general class of cyber-physical systems, which also encompasses technologies such as smart grids, smart homes, intelligent transportation and smart cities."
The number of devices connected to the internet is expected to reach over 29.5 billion in 2020, from 10.3 billion in 2014.  The global IoT market is expected to more than double between 2014 and 2020, from US$ 655.8 billion to US$ 1.7 trillion. https://en.wikipedia.org/wiki/Internet_of_Things
http://blogs.wsj.com/cio/2015/06/02/internet-of-things-market-to-reach-1-7-trillion-by-2020-idc/
ibid



Cyber Security Defence Market size
per Sub-Sectors

Sector Sub-Sectors Description
This segment includes all processes, mechanisms. software and hardware that are used in securing a computer
Network Security network infrastructure, These mechanisms prevent unauthorized access into the network while ensuring data

availability to a legitimate user

This segment includes all processes, mechanisms, software and hardware that are used to protect unauthorized
Data Security personnel from gaining access to databases or information repositories. These mechanisms also ensure that the
data is free of malware or any other sort of corruption

Cyber Security

This segment is a framework for computer networks and processes that facilitates the management of electronic

Identity and Access A : . : :
ty identities. The framework includes the technology needed to supporl identity management

This segment refers to the set of procedures, processes and standards designed to provide information security
assurance in a cloud computing environment

Cloud Security

Values (in US$ Millions

Sub-Sectors [~ |

+ |ldentity & Access

+ Network Security

+ Cloud Security

+ Data Security

Grand Total 11,090 12,723 15,002 17,516

*Frost and Sullivan 2013



Internet of Things Reference Model

Levels

o Collaboration & Processes

(Involving People & Business Processes)

o Application
(Reporting, Analytics, Control)
o Data Abstraction
(Aggregation & Access)

Data Accumulation
(Storage)

Edge (Fog) Computing
(Data Element Analysis & Transformation)

Connectivity
(Communication & Processing Units)

Physical Devices & Controllers
(The “Things” in loT) ¢ Sensors, Devices, Machines,

Intelligent Edge Nodes of all types

© 2014 Cisco and/or its affiliates. All rights reserved.

Data at
Rest

Data in
Motion
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http://www.cisco.com/c/en/us/products/cloud-systems-management/application-policy-infrastructure-controller-enterprise-module/delivering-enterprise-sdn.html
Gartner says 6.4 B connected “things” will be in use in 2016, up 30% from 2015.
IoT is everywhere these days and like most new and shiny things our attention is focused on its coolness factor. ��However, behind that pleasing and shining exterior lurks a potentially devastating menace. In the rush to bring product to market, very few if any manufacturers are security conscious, and as more and more of these products are deployed in the enterprise, the risk of a successful network breach increases exponentially.��This session will focus on the potential dangers with IoT and look at the question of how and why IoT security is different from traditional IT security. 


End to End Security “baked-in”

Built on Cloud Foundry, Predix is optimized for secure connectivity
and analytics at scale - in the Cloud and on the Edge

Connectivity Cloud Services Applications

E Assets Analytics Data Security Operations

=== | :
@ Predix Machine -
Software [ Analytics '

(((9 ))): .4 Cloud Foundry ..ol 4

(- :
Lt:’%t:::ﬂ """""" 4 Data Infrastructure
—
Enterprise Systems
e 5 External Data
: Predix Cloud

. .
----------------------------------------------------------------------------------------------------------------

End-to-End Security

-
@ GE Imagination at work
o




loT Security Testing and Certification
Labs

|abS The ICSA Labs Product Assurance Report found the majority of
misnsenovsn— s@cUrity devices fail to perform as intended®

loT Security Testing Categories

Alerting/Logging Cryptography

Physical Security

Platform Security

Authentication

Communications

*Validation vs Verification, Qualification, Certification


https://www.icsalabs.com/sites/default/files/WP14117.20Yrs-ICSA%20Labs.pdf

It’s more like the Sun - virtually limitless.

THE INTERNET OF THINGS IS
WILDLY INSECURE — AND e gt oo
OFTEN UNPATCHABLE ~ *eneneestene

As loT takes center stage at CES 2016, security
gets lost in the wings

W Tweet L3

8-
Who Will Step Up To Secure The Internet Of Things?

Gomg dark debunked: Boundless surveillance
opportunities via the Internet of Things



Advanced Monitoring Systems Time lines

~ 1963 ~1970 ~ 1978 ~ 1990 2003 Future

—_—

Automation Integrated process Established Process and laboratory Advanced Expert

systems control PCS information systems Monitoring  Systems
with hierarchical System
structure

Decision loop with

automated decision
support system \

>

T~ Manual decision loop

Decision Quality

t. ' One of the bigger challenges in securing loT entails changes
Ime required in the loT sensors and protocols that have evolved
from more functional requirements. *The Economic times
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OODA Loop — loT Capabilities

Business Moments loT Capabilities
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Focus — What is your System loop?

Artificial
Intelligence

Signal
processing

|
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Machine Learning and Artificial

< vicarious

Intelligence

“...We are building a unified algorithmic architecture to achieve human-level
intelligence in vision, language, and motor control. Currently, we are focused on visual
perception problems, like recognition, segmentation, and scene parsing. We are interested
in general solutions that work well across multiple sensory domains and tasks.”

Algorithms that analyze data to find models —
models that can predict outcomes or

understand context with significant accuracy
and improve as more data is available.




Security — Top of mind

“Please rate the following elements based on how
important and how much of a challenge each element is
to implementing applications and solutions that use the

‘intelligent connectivity of physical devices’in
your organization.”
(Rate on a 1-to-5 point scale, showing top 5 in importance)

. Importance (4 or 5 out of a 5-point scale)
Challenge (4 or 5 out of a 5-point scale)

: one T 76%
Security solutions 58%

Networking requirements _56% 73%

. 73%
Infrastructure 58% °

s I 71%
Data analytics 48%

- - ices I 68%
Systems integration services 55%,

Base: 336 Internet-of-Things decision-makers

Source: A commissioned study conducted by Forrester Consulting on
behalf of Cisco, November 2014



Cyber Security— Reality Check

Truth leads to
enlightenment,
which compels
action




The Sliding Scaole of Cyber Security

SANS ICS410 SANS ICS515

ICS/SCADA ICS Active Defense ar
Security Essentials Incident Response

SANS has joined forces with industry leaders to equip security professionals and ICS515: ICS Active Defense and Incident Response empowers students with the ability to
control system engineers with the cybersecurity skills they need to defend national understand and utilize active defense mechanisms in concert with incident response for industrial
critical infrastructure. 1CS410: ICS/SCADA Security Essentials provides a control system networks in order to respond to and deny cyber threats. The course uses a hands-on
foundational set of standardized skills and knowledge for industrial cybersecurity approach to give stud a technical under ding of pts such as generating and using threat
professionals. The course is designed to ensure that the workforce involved in intelligence, communicating control system needs to information technology personnel to deploy
supporting and defending industrial control systems is trained to keep the operational appropriate defenses, detecting malicious actors or threats on control system networks, and performing
environment safe, secure, and resilient against current and emerging cyber threats. threat triage and incident response to ensure the safety and reliability of operations technology.

ARCHITECTURE PASSIVE DEFENSE ACTIVE DEFENSE INTELLIGENCE

|
The Di
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D PERIMETER DEFENSE IP address
ownership

details reveal
adversary
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—

. 4 \_|
Threat R, i Firewall e
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ENTERPAISE TAPOR DEFE
IONE ‘ Environment
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Digital Battlefield - Cyber Defense

Trusted (Certified and

accredited) products to stop
attacks - outside and within
the perimeter

Reliable and secure
access to information
when & where needed

Network
Situation Awareness

Reduce time to successfully resolve an Defend the information outside
attack the network




Cyber Security Framework — Expanded Defense example

Exploit
Using broad information-
operations expertise to identify
and assist in understanding
adversaries’ (offensive).

Defend

Providing the personnel
and electronic systems that
government organizations
need to actively defend
their networks against

external attacks

.

.

NetWar Integrate
: Incorporating protective
Use networked electronic |ntegrate measuréos into 3}5 design and

communications to
disrupt adversaries’
abilities to function.

operations of networks to avoid
vulnerabilities.

-~ o 5 -
- E = 5

Informatio
Operations
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MIP Information Model

Semantic
Reference

[ MIP Information Model

restrict &
extend

Interoperability

Specifications Future Solution

MIP Baseline 3.1

Service Spec JC3IEDM
’ Service Spec
X Data Exchange
/ ‘ Sefvice pec Mechanism
\

Service
Deployment Nation D
Bilateral
exchange
St
Nation C

The Joint Command, Control and Consultation

Information Exchange Data Model (JC3IEDM) is first

and foremost an information exchange data model

@MIP Public Home https://mipsite.lsec.dnd.ca/Pages/Default.aspx

. —

i =
mui IS

Maltlateral
Interoperaiity
Erogramnie)


https://www.mimworld.org/

MILS (Multiple Independent Levels of Security)
High-Assurance Architecture

Partition Partition Partition

One-way Communication Channels

Separation Kernel

http://mil-embedded.com/articles/open-mls-systems-integration/



Risk Management

Research & || Public Education
Training & Technology || & Awareness Data

Equipment Collection

Stakeholders

-

CY3=R

Shared Risk

Security Code Enforcement

*https://www.ncoic.org/images/technology/whitepapers/NCOIC_Cybersecurity_Landscape_WhitePaper_v1.0.pdf



An Enterprise Approach to Security - Commercial

= An enterprise security Computer Network Defence
architecture for the whole Outside attackers
of the network

= Protects against external S

Identity,
Credential and

and internal attackers

f' Hapaged Defend the
| |
Define the wha'F and when En ser Deice B ool assets
for all the security > Identify th
- . ldenti e
capabilities of the network & ttack 4
, attackers
and defend accordingly B oute ol P R ptication
Storage Security LA Security 3 React
. _ . . . .
Define supporting policies accordingly

and principals to support
active defence

Network and
Communications
Security

Policy and
Compliance
Monitoring

Security
Operations

= Focus on the holistic,
integrated solution rather
than the piecemeal/license
driven model

Unauthorized release
Data Loss Prevention
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The old school of cyber defense emphasized securing infrastructure and restricting data flows, but data needs to run freely to power our organizations. The new school of cyber defense calls for security that is agile and intelligent. It emphasizes protecting the interactions between our users, our applications, and our data. �


Industrial Control Systems

LEVEL 4 LEVEL 1

Enterprise Systems Local or
Basic Control
LEVEL 3

(o] i 11%
e I

53%

LEVEL 2
Supervisory Control

Industrial
Control
Systems

EMAIL, CUSTOMER FACING WEE
SERVERS, CRM SYSTEMS,
HR SYSTEMS

SITE SPECIFIC
L“:,};”'mcmnvns?u
: - AND SECURITY EVE

ENFORCEMENT ZO0NE

ENFORCEMENT ZONE

ENFORCEMENT ZONE

DEDICATED

CONTROL CONTROL PROGRAMMABLE

OPERATOR PROCESSORS RELAYS
WORKSTATION

SENSORS ACTUATORS

https://www.sans.org/security-resources/posters/
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Future trends
e Drive to the Cloud
e Security-as-a-Service
e Shared defence amongst partners
e Active and pro-active defence of the network
e |dentify vulnerabilities and countermeasures in advance

e Aggressive response to attackers
e Active defence of network and data

e Big, fast data drowning out the human

e More automation, active and reactive
e Artificial Intelligence and Expert Systems

e Specialized services and tools to identify the interesting bits



Tactical Industrial 1oT Security
Summary

At a tactical level, every IOT project can follow these security measures:

4 Build security into 10T architecture with relevant components: Doing so will provide
around the box security till the time 10T protocols can be secure by design. This requires
adhering to fundamentals including authentication, access control, and encryption.

4 Build monitoring controls at different levels: This step covers |IOT gateways, I0T
management platform, IT infrastructure, and cloud monitoring to ensure that attacks are
caught early.

¢ Detailed security assessment and penetration testing: These tests are imperative for
secured 10T infrastructure before roll out and on a periodic basis.

Read more at:
http://economictimes.indiatimes.com/articleshow/51250695.cms?utm_source=contentofinterest&utm medium=text&utm campaign=cppst



http://economictimes.indiatimes.com/articleshow/51250695.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst

loT Embedded Software and Systems
Security Summary

* Procurement process to include prresrr——r—————
ESS security reviews of
components, open-source and
sub-systems; align to MNEs

e Structure ESS development to
include cyber security expertize

 Develop roadmaps using digital
security frameworks with clear /= Eee
Measure of Effectiveness (MoE) W&

“We’re notin Kansas anymore”
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Secure loT Devices - Mitigation

Unfortunately, it is difficult for a user to secure their loT devices themselves, as most devices do not provide a
secure mode of operation. Nonetheless, users should adhere to the following advice to ensure that they reduce
the risk of these attacks:

+ Use strong passwords for device accounts and Wi-Fi networks

+ Change default passwords

» Use a stronger encryption method when setting up Wi-Fi networks such as WPA2

+ Disable or protect remote access to loT devices when not needed

+ Use wired connections instead of wireless where possible

* Be careful when buying used loT devices, as they could have been tampered with

* Research the vendor’s device security measures

+ Modify the privacy and security settings of the device to your needs

* Disable features that are not being used

+ |nstall updates when they become available

» Use devices on separate home network when possible

* Ensure that an outage, for example due to jamming or a network failure, does not result in a unsecure state of
the installation

» Verify if the smart features are really required or if a normal device would be sufficient

Manufacturers of smart home devices should ensure that they implement basic security standards at the very
least:

= Use SSL/TLS-encrypted connections for communication

* Mutually check the S5L certificate and the certificate revocation list

* Allow and encourage the use of strong passwords

* Require the user to change default passwords

+ Do not use hard-coded passwords

* Provide a simple and secure update process with a chain of trust

* Provide a standalone option that works without internet and cloud connections

+ Prevent brute-force attacks at the login stage through account lockout measures

* Secure any web interface and API from bugs listed in the OWASP List of Top Ten Web vulnerabilities
* Implement a smart fail-safe mechanism when connection or power is lost or jammed

+ Where possible, lock the devices down to prevent attacks from succeeding

+ Remove unused tools and use whitelisting to only allow trusted applications to run

» Use secure boot chain to verify all software that is executed on the device

* Where applicable, security analytics features should be provided in the device management strategy

https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf



Big Data Landscape 2016 (Version 3.0)

Infrastructure Analytics Applications
- - ; ~ - N YL N
(" Hadoop Hadoop in Spark Cluster Services | [ Analyst Analytics Da’lia t?‘:'ence Visualization | [ Sales & Marketing | (Customer Service) Humarli ( Legal h
On-Premise the Cloud e azon Platforms Platforms Platforms o RADIUS Gainsight Capita
. S 3 A sontext relevant i+ab] MEDALLIA
cloudera P ' amazon wficrosoft Azure #databricks % e Q Palant"' WE \icrosoft crcontext pelevant HETabieau °bloomreach Zeta ‘ %] RAVEL
W e = . continuum & DataRobot | £ G - 2 livefyre ATTENATY = g||d
omworks | | € Google o4 AYASDI guavus | Alpine . Qlik @ Iobker | | VrEversrrme yr CLARABRIBER JUDICATA]
Pivotal IBM InfoSphere’ GridGain/«m . m&gocqu Qli(] fiomz ||~ patameer M p\olt\'y ARIMO > @R b b|UEyDﬂdET “a Lattlce M CLickFOx Connectifier
b | M=o | NG | Feesstnet - e | Pt || e e | | R -ifter sty || @sreunsence @ veraw
. iy - - TA -
B jeth . N E X US occre pepperdata .Rsuuri\g Bottlenose £ DOMING (;sense & dotorama persado ém NG#HDATA" 8 preact entelo @Brevia
8 bluedata jethro altiscale [(Moole Ssacn ) | TG inter|ana yhat sconmms )\ cpartio B cvsimmne ACTIONIG hig [
— - kfuse machines  #£NGAGIO ) \u)aopum 'u/fse.m) \_ Y,
( NoSQL Databases NewSQL Databases 3 (  BiPlatforms Statistical |[Log Analyticsw (" social ) g ~ 7 ;/_\ ye =
. . 1 i Ad Optimizati Securi Vertical Al
gimazo € Google Clou platiorm Clustrix  Pivotal W) Power Bl *;;"amazon. Computing splunk Analyt|cs' L ptimization EYL/\NEEty ertical
DynamoDs 2 Q ~ || \§ Hootsuite-| |5% AppNexus Applications
Microsoft Azure ORACLE o paradigm4 & $Ssas @sumologic | S o oo teo! w £] CounterTack cybereason facebook
w MarkLogic memsql Wave Analytics - CI’I eog. | I
.mongo DAT F‘ET“X.‘ o a VOLT'ISg SP“CE G GoodData * birst kbana ‘ ﬂATﬂSlFT X o etfuel. AREA 1 g;gz:iMeiﬂx X. “
.2 s . SECURITY =
<EROSPIKE ® couchbase JJ MaricDB ¢ citusdata platfora /’—\W " PhYeits fracx @ Integral ® the eDesk s Reconded Future 2 Guardian || () Clara
MATLAB thesi
|1 Seauoiais: redislabs @ influxcets Tafediens ¥ Cockroschuass | | @ mscate o) L loggly )| - ) ds‘“‘“y IFURTSCALE o ittecionce || KASISTa
P Livelntent ¥
™~ ; i 2
( Graph MPP Cloud EDW Data Y4 Data ) rReaI-Time Machine Learning SpEECh & NLP (" Horizontal Al N \DataYu (lppw' MO »«) \QKW feedzal = NIFYD) \ ata )
Databases|| Databases Transformation || Integration = Narrativescience # || @1 Watson - N7 —_ - = N
. || TERADATA alteryx  ||inormanea | [ a0 A "a Cortana, @sentiens| [ PuPlisher | Govt/Regulation | . Fonee
@neoy VERTICA, P e Put poteiiol fo work: @Nimumrs ) diaren u,‘,ocu NUANCE 0%, VIV P Toals @Socrata ingLlu
F_xaa = I‘;.‘”o é:lw stalend O Muiesort : B ato || S semnee }\:RRIA EEEE | | outbrain @ OPENBOV OnDeck> _.Kreditech
S |[Wmeema | PvOEAl ) Qraescra |00 | [ ontvent || S Soia oaaa%‘""““"" Tabola @yronce Lentlly W1 Kabbag
é,ienmg —.ﬁ‘;m‘, S vflc QM g & l'I epecrocio 115010 @ {eoncolio + W“'"“clarlfm quantcast @FiscalNo[e tidemark w INSIKT
- = T DATA ] T StreamSet = 5 3 - o e — 7 enioma
\4 InfiniteGraph EXASOL (Fdremio, infoworks i Ddl\\ati:: AN ’Fl:'a'l“l y kn:lataArtnsans o 10 4 clowfish iBiW & J II“II OMotating mChal;;bbe:: D PREDPOL sffle Z uora Dd‘nmlnr' MY Lenddo
~ yie mark43 Aivia  ISENTIUM
(Management Security Storage App Dev\ (crowd- ) [ Search Data Services | (For Business)[ Web / Mobile %7 OpenDataSoft KENSHC; .AIDYIA € sentient
/ Monitoring S TANIUM ; . sourcing | | () s ORACLE Analysts /Commerce | \_Yieldmo Ji__ * J\ 2 aeeneren _
. Aoyl apigee ot ‘OPERA "
(®) N:m%ﬁlll&)\MICS Dillumio o amazon mechanicalturk- 75 EXALEAD MuSigma || %" origamiLogic GO"_SlL | (Education/\ g Life Sciences Y4 Industries N
war 9?,5&'! actifio _n covesz || Microsoft Azure ® 12 Lucidworks e )(EXL ClearStory vixpane Learning xega"m“ sins || OPOWER eHarmony”
o 1 DataGravity || panasas’. || CASK . &, etasic [ oouspo Ece RuMetiel @ sLuecore] | . « &) Counsyl 9 RetailNext
-3 Numerify CipherCloud ‘o# ciashic . . O ) grani] 7 RNEWTON > Recombine ererm s o duetto
splunk> st < nimblest == Typesafe CrowdFlower i © oarascence GCIRRO A aveuuoe €3 gramify STITCH FIX
DATADOG “\\ SVEGTRA I.OHO ‘\\\ MAANA @ swiftype kaggle - sumall 7 sitable C'Mr m s FLATIRON h!#WorkFusion :
chono PRIVEN. pnodot / | 591! A ploetlon ﬁQI-II'HUlO DRIVEN FWorkfusion kAlQ@lia SINEQUA DataKind h‘lPOTt@ (~) retention custorz—b @eclara‘ Q056 rymergen HealthTop® TACHYUS
<\ J_ < rmeTasiora ZERHYR . Swiftkey 022Q FarmLogs
Cross-Infrastructure/Analytics CPANORAMA | Ginoerio = wanscrintic Glow || %ot o
— know@ ]| @enitic @aicure 7, o || nistabmuse  BEXEVER
w'amazon Google 8% Microsoft FYY 65as Ul () e VERTIGN vmware TIBCH Teraoaa ORACLE Il netapp I\ 5 S. — ~
o pen >ource
Framework Query / Data Flow Data Access Coordination Real-Time Stat Tools Machine Learning Search Security
h E’ h E., AR RCHE sccurmuLo . @ Apache CISINGA Apache Ranger
& &I Rl HERSE .mongo talendnw L) STORMSpor‘,? o, @ ! muchh e
Apache 0T
YARNJ\Z sﬁ MESOS 22 5% o0 §Ckofkc: ixlﬁkeeper @&FI } ScaIaLa eﬂ Caffe CNTK fensor - 7
SPO TEZY "SLAMDATA ﬂnnn_l_ ‘a 2Scins Qi in ‘ FeatureFu .- Solr
L eeeeed @Flink @coAp CouchDt ;i1 i omererooe O spscresmven )| O TACHYON ) dlruid @Smpy VELES == pivsum "2 DL ) Sacans
Data Sources & APls Incubators & Schools
4 Y Health N 10T Financial & Economic Data Air / Space / Sea L.OFation / People / Entities Other @ ™
JAWBONE GARMIN. hingw,@m Bloomberg [3 | pow JDNES Aspire acxi@m fkExperian [ersion | @insideview m PLRALSIGHT
X THOMSON REUTERS PLANET A . INSIGHT
i;-ipfaﬁ“c‘i‘fw‘”‘ . fltb|t I @IL-\ m @ samsara || Y@ DLEE 1 PREMISE ’ C“PITAUO o INDWARD"~ GARMIN. ETREETLIDIEE Oesrl an'l'va a«lnatacamp ’
Withings ¥~ vavioic reatmo /\/ .” [€lquandl xignite G.CBsweHrs . BN 1] 828 crimson Hoxagon @ canteos  EF factual. PlaceS[B EP ] 59“ Datatlite
\_ Qkinsa (@) Humanapi i e matiermark StockTwits Bestimize B8eLam || = Airware (7) pronebepioy () CRCULATE (@ placemetex BASIS k) gnse == DATA GOV GZ mepaainaubaor (7 )
Last Updated 3/23/2016 © Matt Turck (@mattturck), Jim Hao (@jimrhao), & FirstMark Capital (@firstmarkcap) FIRSTMARK


Presenter
Presentation Notes
Two trends are worth highlighting.
First,  many of those applications are “Big Data Natives” in that they are themselves built on the latest Big Data technologies, and represent an interesting way for customers to leverage Big Data without having to deploy underlying Big Data technologies, since those already come “in a box”, at least for that specific function – for example, our portfolio company ActionIQ is built on Spark (or a variation thereof) , so its customers can leverage the power of Spark in their marketing department without having to actually deploy Spark themselves – no “assembly line” in this case.
Second, AI has made a powerful appearance at the application level as well.   For example, in the cat and mouse game that is security, AI is being leveraged extensively to get a leg up on hackers and identify and combat cyberattacks in real time.  “Artificially intelligent” hedge funds are starting to appear.  A whole AI-driven digital assistant industry has appeared over the last year, automating tasks from scheduling meetings (watch Dennis Mortensen, CEO of x.ai here) to shopping to bringing you just about everything.  The degree to which those solutions rely on AI varies greatly, ranging from near 100% automation to “human in the loop” situations where human capabilities are augmented by AI – nonetheless, the trend is clear.
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