
Cyber Security for Monitoring 
Industrial IoT 

ACAMP seminar  
June 1st, 2016 

Marius Ghinescu 



Topics - Focus 

• Alberta Innovates overview 
• From Digital Battlefield to Digital Oilfield 
• Industrial Internet of Things (IoT)  

– aka Operational Technology 
• Advanced Monitoring Systems Timelines 
• Data Science, Machine Learning, Artificial 

Intelligence 
• Cyber Security Frameworks and references 
• Tactical IoT Digital Security Summary 



Alberta’s Innovation System 
Alberta Innovates 
offers post-secondary 
research support and 
applied research and 
commercialization 
services to enhance 
research and 
innovation in Alberta 
 

650 staff  
$160M budget 

7 locations 
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Priority Sectors – Key GoA Stakeholders 
Targets and focus areas determined by GoA collaboratories 

Environment & Parks 
Energy 

Econ Dev & Trade 
AER 

CCEMC 

Agriculture & Forestry 
Health 

Econ Dev & Trade 
ALMA 

Health 
Health Services 

Econ Dev & Trade 
AMA 

Academic Health Network 

Agriculture & Forestry 
Environment & Parks 

Econ Dev & Trade 

Agriculture & Forestry 
Environment & Parks 

Energy 
Health 

AER 
Econ Dev & Trade 

CCEMC 

Emerging Tech focuses on  
convergent opportunities by 

performing an Integrative 
function across all sectors and 
other GoA entities (e.g. Service 

Alberta) 



Digital Battlefield – Network Centric Operations  
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Digital OilField Graphical 
Illustration (to be added) 
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Source: Digital Oilfield Outlook Report, Opportunities &Challenges for Digital Oilfield Transformation, JWN Energy/GE/Accenture Oct. 2015 
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Source: Digital Oilfield Outlook Report, Opportunities and Challenges for Digital Oilfield Transformation, JWN Energy/GE/Accenture Oct. 2015Digital Oilfield of the future: Upstream:Seismic AnalysisReservoir Characterization & Simulation, ManagementDrilling Completion OptimizationProduction Forecasting & OptimizationWeather InfluenceMidstreamTransportation, initial processing and storage DownstreamRefining, storage, transfer, and marketing of final products



Canada Defence Procurement Strategy: 
ITB Policy Value Proposition - 15% SMEs Content 

 
MNEs 
Tier1 

Established SMEs 

Broker/ Integrator  
for Unqualified SME’s 

(Value Proposition Potential Suppliers)  

Innovators - Potential Technology 
Focused SMEs 

http://www.ic.gc.ca/eic/site/086.nsf/eng/00006.html 
 

Qualification Barrier 

Relevance Barrier 

Needs 
Understanding 

 Flow 

Value Delivery 
 Flow 

http://www.ic.gc.ca/eic/site/086.nsf/eng/00006.html
http://www.ic.gc.ca/eic/site/086.nsf/eng/00006.html


IoT Definition 

*Internet of Thighs Global standards Initiatives 

The Internet of Things (IoT) has been defined in Recommendation ITU-T Y.2060 
(06/2012) as a global infrastructure for the information society, enabling advanced 
services by interconnecting (physical and virtual) things based on existing and evolving 
interoperable information and communication technologies.* 
 

Industrial IoT: A standardization initiative on the Industrial IoT covering the Industry 
4.0, Smart factory or Smart manufacturing (ITU-T SG20 ) 

http://www.itu.int/ITU-T/recommendations/rec.aspx?rec=y.2060


IoT economic impact 

Source IDC: $29.5 billion in 2020, 
from $10.3 billion in 2014 
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According to Verizon's State of the Market: Internet of Things 2016 report, a projected 25.6 billion connected devices will enter the marketplace in 2019, up from 9.7 billion in 2014 and continued growth is expected with 30 billion devices projected to be online by 2020."The internet of things (IoT) is the network of physical objects—devices, vehicles, buildings and other items—embedded with electronics, software, sensors, and network connectivity that enables these objects to collect and exchange data. The IoT allows objects to be sensed and controlled remotely across existing network infrastructure, creating opportunities for more direct integration of the physical world into computer-based systems, and resulting in improved efficiency, accuracy and economic benefit; when IoT is augmented with sensors and actuators, the technology becomes an instance of the more general class of cyber-physical systems, which also encompasses technologies such as smart grids, smart homes, intelligent transportation and smart cities."The number of devices connected to the internet is expected to reach over 29.5 billion in 2020, from 10.3 billion in 2014.  The global IoT market is expected to more than double between 2014 and 2020, from US$ 655.8 billion to US$ 1.7 trillion. https://en.wikipedia.org/wiki/Internet_of_Thingshttp://blogs.wsj.com/cio/2015/06/02/internet-of-things-market-to-reach-1-7-trillion-by-2020-idc/ibid



Cyber Security Defence Market size  
per Sub-Sectors 

*Frost and Sullivan 2013 
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http://www.cisco.com/c/en/us/products/cloud-systems-management/application-policy-infrastructure-controller-enterprise-module/delivering-enterprise-sdn.htmlGartner says 6.4 B connected “things” will be in use in 2016, up 30% from 2015.IoT is everywhere these days and like most new and shiny things our attention is focused on its coolness factor. ��However, behind that pleasing and shining exterior lurks a potentially devastating menace. In the rush to bring product to market, very few if any manufacturers are security conscious, and as more and more of these products are deployed in the enterprise, the risk of a successful network breach increases exponentially.��This session will focus on the potential dangers with IoT and look at the question of how and why IoT security is different from traditional IT security. 



End to End Security “baked-in”  



IoT Security Testing and Certification 
Labs 

The ICSA Labs Product Assurance Report found the majority of 
security devices fail to perform as intended* 

*Validation vs Verification, Qualification, Certification 

https://www.icsalabs.com/sites/default/files/WP14117.20Yrs-ICSA%20Labs.pdf


Hype 

Source: Gartner Hype Curve 2015 



Advanced Monitoring Systems Time lines 

*The Economic times  
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@Vogl, W., Koenig, H., Woehrle, K., Zahrer, R., 2000: Automatic integration of process and laboratory data into a Management Information System at the Südzucker factory in Offenau, Int. Sugar J. 102



OODA Loop – IoT Capabilities 



Focus – What is your System loop? 



Machine Learning and Artificial 
Intelligence 

“…We are building a unified algorithmic architecture to achieve human-level 
intelligence in vision, language, and motor control. Currently, we are focused on visual 
perception problems, like recognition, segmentation, and scene parsing. We are interested 
in general solutions that work well across multiple sensory domains and tasks.” 



Security – Top of mind 



Truth leads to 
enlightenment, 
which compels  
action 

Bliss fosters 
naiveté,  

which leads 
to status quo   
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Cyber Security– Reality Check 





Digital Battlefield - Cyber Defense 

Integrated Layered 
Cyber Defense 

Network Defense  

Network 
Situation Awareness Data Defence 

Trusted (Certified and 
accredited) products to stop 
attacks - outside and within 
the perimeter 

Reliable and secure 
access to information 
when & where needed 

Reduce time to successfully resolve an 
attack 

Defend the information outside 
the network 



Situational 
Awareness 

Reverse 
Engineering 

Cyber  
Forensics  

Mission 
Planning 

Information 
Operations 

Cyber Security Framework – Expanded Defense example 

NetWar 
Use networked electronic 

communications to 
disrupt adversaries’ 
abilities to function. 

Integrate 
Incorporating protective 

measures into the design and 
operations of networks to avoid 

vulnerabilities.  

Defend 
Providing the personnel 

and electronic systems that 
government organizations 

need to actively defend 
their networks against 

external attacks internal 
threats.  

Exploit 
Using broad information-

operations expertise to identify 
and assist in understanding 

adversaries’ (offensive). 



MIP Information Model 

The Joint Command, Control and Consultation 
Information Exchange Data Model (JC3IEDM) is first 
and foremost an information exchange data model 

@MIP Public Home https://mipsite.lsec.dnd.ca/Pages/Default.aspx 

https://www.mimworld.org/


MILS (Multiple Independent Levels of Security) 
High-Assurance Architecture 

• http://mil-embedded.com/articles/open-mls-
systems-integration/ 

http://mil-embedded.com/articles/open-mls-systems-integration/ 



Risk Management 

*https://www.ncoic.org/images/technology/whitepapers/NCOIC_Cybersecurity_Landscape_WhitePaper_v1.0.pdf 



An Enterprise Approach to Security - Commercial 
 An enterprise security 

architecture for the whole 
of the network 

 Protects against external 
and internal attackers 

 Define the what and when 
for all the security 
capabilities of the network 
and defend accordingly 

 Define supporting policies 
and principals to support 
active defence 

 Focus on the holistic, 
integrated solution rather 
than the piecemeal/license 
driven model 

Computer Network Defence 
Outside attackers 

Unauthorized release 
Data Loss Prevention 

1. Defend the 
assets 

2. Identify the 
attackers 

3. React 
accordingly 
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The old school of cyber defense emphasized securing infrastructure and restricting data flows, but data needs to run freely to power our organizations. The new school of cyber defense calls for security that is agile and intelligent. It emphasizes protecting the interactions between our users, our applications, and our data. �



Industrial Control Systems 

https://www.sans.org/security-resources/posters/ 

https://www.sans.org/security-resources/posters/


Critical Security Controls 

https://www.sans.org/security-resources/posters/ 

https://www.sans.org/security-resources/posters/


Cyber Security  
Certification Programs 

• Information System 
Security Certification 
Consortium, Inc.  
– (ISC)²®develops and 

maintains the Critical Body 
of Knowledge (CBK) which 
is a compendium of 
information security topics.  

– Facilitate accreditation for 
a number of industry 
recognized certification 
programs 

 



Future trends 
• Drive to the Cloud 

• Security-as-a-Service 
• Shared defence amongst partners 

• Active and pro-active defence of the network 
• Identify vulnerabilities and countermeasures in advance 
• Aggressive response to attackers 
• Active defence of network and data 

• Big, fast data drowning out the human 
• More automation, active and reactive 
• Artificial Intelligence and Expert Systems 

• Specialized services and tools to identify the interesting bits 

 



Tactical Industrial IoT Security 
Summary 

At a tactical level, every IOT project can follow these security measures:  
 
♦ Build security into IOT architecture with relevant components: Doing so will provide 
around the box security till the time IOT protocols can be secure by design. This requires 
adhering to fundamentals including authentication, access control, and encryption.  
 
♦ Build monitoring controls at different levels: This step covers IOT gateways, IOT 
management platform, IT infrastructure, and cloud monitoring to ensure that attacks are 
caught early.  
 
♦ Detailed security assessment and penetration testing: These tests are imperative for 
secured IOT infrastructure before roll out and on a periodic basis. 
 
 
Read more at: 
http://economictimes.indiatimes.com/articleshow/51250695.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst 

http://economictimes.indiatimes.com/articleshow/51250695.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst


IoT Embedded Software and Systems 
Security Summary 

• Procurement process to include 
ESS security reviews of 
components, open-source and 
sub-systems; align to MNEs 

• Structure ESS development to 
include cyber security expertize 

• Develop roadmaps using digital 
security frameworks with clear 
Measure of Effectiveness (MoE) 
 



Back-up Slides 



Secure IoT Devices - Mitigation  

https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/insecurity-in-the-internet-of-things.pdf 
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Two trends are worth highlighting.First,  many of those applications are “Big Data Natives” in that they are themselves built on the latest Big Data technologies, and represent an interesting way for customers to leverage Big Data without having to deploy underlying Big Data technologies, since those already come “in a box”, at least for that specific function – for example, our portfolio company ActionIQ is built on Spark (or a variation thereof) , so its customers can leverage the power of Spark in their marketing department without having to actually deploy Spark themselves – no “assembly line” in this case.Second, AI has made a powerful appearance at the application level as well.   For example, in the cat and mouse game that is security, AI is being leveraged extensively to get a leg up on hackers and identify and combat cyberattacks in real time.  “Artificially intelligent” hedge funds are starting to appear.  A whole AI-driven digital assistant industry has appeared over the last year, automating tasks from scheduling meetings (watch Dennis Mortensen, CEO of x.ai here) to shopping to bringing you just about everything.  The degree to which those solutions rely on AI varies greatly, ranging from near 100% automation to “human in the loop” situations where human capabilities are augmented by AI – nonetheless, the trend is clear.
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